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What is IAM?

* [dentity and Access Management
* [dentity — your login (e.g. Network ID)

* Access — What you can (and can’t) access, based on
who you are



40,000 — 50,000 logins per day
455 applications configured to use Okta.
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Number of
Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
1 sec
5 secs
52 secs
9 mins
1 hour
14 hours

Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
3 secs
1 min
32 mins
14 hours
2 weeks
1 year
27 years
713 years
18k years

Upper and
Lowercase
Letters

Instantly
Instantly
Instantly
1 sec
28 secs
24 mins
21 hours
1 month
6 years
332 years
17k years

Numbers, Upper
and Lowercase
Letters

Instantly
Instantly
Instantly

2 secs

2 mins
2 hours

5 days

10 months

53 years
3k years

TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2023

Numbers, Upper
and Lowercase
Letters, Symbols

Instantly
Instantly
Instantly
4 secs
5 mins
6 hours
2 weeks
3years
226 years
15k years

48bn years
2tn years

380bn years
26tn years

&

6 days _ 126bn years

' HIVE ; i i
l gl cvstens > Learn how we made this table at hivesystems.io/password
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The Future




WASHINGTON STATE UNIVERSITY

&

IAM Roadmap

 Empower the business units to drive the institutions data.

* Remove technical constraints from business processes.
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Need a user id? 71 QUX]\:ER‘”W New Iog i n page Com i ng
Forgot your password? Monday, August 7-

Have a user id but not i .
activated it? 71 Network Authentication

Class Schedule Search 71 Username

Browse Course Catalog 7 ‘ | 9. ‘

Transfer Course
Information 2
Password

| °]

D Keep me signed in

Signin WASHINGTON STATE UNIVERSITY Quicklinks / Search Q,
Forgot password? WSU Lo i n
Unlock account? ‘V g
Help

If you already have NID or FID but cann
click here to activate your profile.

AMANCIT  AFFECE  DALIFIES A

Need a user ID?

Forgot your password?

Have a user ID but not ‘iu
activated it? b
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Network Authentication (Test)

Username

| |

D Keep me signed in
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Questions?





